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The economy of DNA: consumer 
genomics and its risks

Genomic data collection and analysis is 
an incredibly valuable sector within 
the information economy, yet genomic 

information has never been more pervasive nor 
publicly accessible. Just this past spring, the 
National Institutes of Health’s “All of Us” pro-
gram announced that it would make nearly one 
hundred thousand unique and diverse whole 
genome sequences available for researchers, and 
several other public efforts have similarly set out 
to collect and disseminate enormous amounts 
of genomic data for research.1 Beyond such in-
stitutions looking to innocuously advance their 
research and even beyond amateur genomic 
sleuths combing through our genetic informa-
tion to try and crack unsolved crimes,2 there 
also exists reason to be concerned about matters 
relating to genetic privacy on the corporate side. 
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Companies such as MyHeritage and Ancestry.
com collect client DNA in various degrees of 
quantity and quality, at times even using this 
data for commercial purposes and selling clients’ 
genomic information to drug companies for 
hundreds of millions of dollars.3

In addition to the growing size of both pub-
lic and private DNA databases, these databases 
have also grown increasingly more revealing as 
research continues to uncover additional corre-
lations between genes and disease and hereditary 
conditions. For example, identical twins share 
100 percent of their DNA, parents and siblings 
share up to 61 percent of their DNA, and even 
distant third cousins share up to 2.2 percent of 
their DNA.4 Thus, if even one of these individu-
als chooses to disclose their genomic informa-
tion, they are in effect disclosing not only theirs 
but also much of the genomes of their close 
relatives. One study showed how the genetic 
information of the majority of Americans of Eu-
ropean ancestry can be identified through their 
distant relatives’ DNA that already exists in vari-
ous public and private current databases.5 The 
result of such data is an ever-expanding genomic 
panopticon, as predicted by the late Supreme 
Court Justice Antonin Scalia.6

Following the COVID-19 pandemic, the 
genomic information consumed and produced 
around the world has only further contributed 
to expanding the realm of genomic data avail-
able to us. Genetic tests have become especially 
de rigueur when traversing borders, and it was 
even reported recently that various heads of state 
refused PCR testing when meeting the Russian 
president Putin out of fear that Russian intel-
ligence might abuse and misuse the resulting 
genetic information.7 Yet, this fear is not limited 
to politicians, celebrities, or sports personalities 
whose genetic information could contain ex-
ploitable knowledge.8 In fact, given all the sunk 
costs for the infrastructure of pandemic genetic 
testing, some countries will likely continue to 
find excuses to collect and examine the DNA 
of visitors for a host of potentially actionable 
genetic data, including controversial correla-
tions like propensity to violence or depression.9 

As such, now would be the best time to enhance 
genetic data protection and privacy laws before 

we become too complacent with giving away 
our genes at the border, or anywhere else.

A brief history of the technical 
and legal solutions for genomic 
privacy
U.S. legislators have long assumed the primary 
role of protecting our genetic data, from institut-
ing federal regulations like the Federal Genetic 
Information Nondiscrimination Act of 2008 
(GINA) to state laws including those that target 
the limited use of genetic information in areas 
of health insurance, employment, and even 
direct-to-consumer genetic testing companies 
like 23andMe.10 However, laws are slow to 
change, and regulations are slow to implement. 
The Health Insurance Portability and Account-
ability Act (HIPAA) is exemplary of slowness in 
responding to outdated regulations. The 1996 
law outlines limitations on the use of protected 
health information (PHI). Under HIPAA’s Pri-
vacy Rule, individually identifiable health infor-
mation is protected. Deidentified information is 
exempt from this rule, as is other data deemed 
unidentifiable.11 This definition is anachronistic 
in our world of big data, and even heretofore 
perceived benign data has long been shown to 
be as revealing as PHI.12

Practically speaking, these regulations are also 
hard to enforce; oftentimes, genetic information 
is obtainable without needing the consent of the 
individual (e.g., from a drinking glass or a coffee 
cup), providing an abuser of genetic information 
plausible deniability regarding the misuse of the 
data—for example, in employment. Addition-
ally, particularly with state laws, out-of-state 
and offshore labs can circumvent many regional 
rules. Recognizing that legislation has its limita-
tions, researchers have also sought to uncover 
technical methods of genomic data protection. 
Specifically, bioinformatics researchers have 
been interested in quantifying the information 
leakage from genomic data sharing and applying 
different computational techniques for enabling 
privacy-preserving and secure genome analysis 
for almost two decades.13

Among the genetic encryption techniques 
that have been developed for genomic data 
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protection, homomorphic encryption schemes 
have shown significant potential. In very simple 
terms, homomorphic encryption is a technique 
that allows functions, such as addition and 
multiplication, to be computed over encrypted 
data. Therefore, it is even possible for external 
untrusted service providers to use cloud com-
putation resources (e.g. Amazon AWS or Mi-
crosoft Azure) when analyzing client genomic 
information without the client fearing that their 
private data will be revealed—once the analysis 
is completed on the server side, the results, still 
encrypted, can be sent back to the client. Since 
only the client possesses the private key which 
allows the decryption of the data, the client can 
then decrypt the analysis results once they have 
received it.

The possibility of such a fully homomorphic 
encryption scheme was first discussed by Ron-
ald Rivest in 1978.14 However, it was not until 
2009 that the thirty-year-old open problem was 
finally resolved when Craig Gentry described 
the first plausible Fully Homomorphic Encryp-
tion (FHE) scheme in his doctoral thesis,15 lay-
ing the foundation for a new wave of scientists 
to research homomorphic encryption and ways 
to improve its computational performance. Ef-
forts have only intensified since then, alongside 
certain important developments in the fields of 
computer security and cryptography, such as the 
emergence of practical homomorphic encryp-
tion (HE) schemes like BFV and CKKS, secure 
multiparty computation (SMC), and trusted 
execution environments (TEE).16 Differential 
privacy (DP) mechanisms for releasing summary 
statistics without violating privacy have also 
been rigorously studied to come up with ways 
to provide optimal utility versus privacy trade-
offs.17 Resultantly, HE-based solutions have 
been developed for a number of tasks including 
Genome-Wide Association Studies (GWAS), 

genotype imputation, viral strain classification, 
edit distance computation, tumor classification, 
among others.18

Despite the advantages of FHE, there also ex-
ist a number of shortcomings to this technology. 
Most significantly, for certain complex applica-
tions such as deep convolutional and recurrent 
neural networks, FHE is notoriously impracti-
cal, prohibitively expensive, and sometimes even 
inaccurate. In these cases, alternative solutions 
are considered.

In 2015, another important development 
gained the attention of the genome privacy 
community. The introduction of Intel Software 
Guard Extensions (SGX), a TEE, made it pos-
sible for complex models to be analyzed with 
higher accuracy and at a reasonable price.19 An 
SGX enclave can be understood as an area on the 
main processor whose contents cannot be tam-
pered with even when an attacker takes control 
of the host operating system. The user’s private 
data then remains encrypted during transit and 
is only decrypted once inside this secure enclave. 
Once the analysis is performed, the results are 
encrypted again and sent back to the client.

Although Intel SGX was neither the first nor 
the only available TEE, researchers have been in-
clined to utilize it over competitors such as ARM 
TrustZone and AMD Secure Encrypted Virtual-
ization (AMD-SEV) because it exhibits greater 
practicality for evaluating certain privacy-pre-
serving bioinformatics applications.20 In terms 
of computational performance, TEEs generally 
have a significant advantage compared even to 
state-of-the-art FHE schemes. Moreover, while 
many instances of Intel SGX’s vulnerability to 
side-channel attacks have led some to question 
the level of protection these platforms provide 
compared to FHE schemes, careful design and 
implementation choices can mitigate most, if 
not all, of these issues.21

Apart from HE and TEEs, recent efforts to 
protect genomic information also include the 
development of privacy-preserving file formats, 
which sanitize commonly utilized bioinformat-
ics file formats such as the Sequence Align-
ment Map (SAM) and Binary Alignment Map 
(BAM) in order to both preserve the utility of 

. . . homomorphic encryption is a 
technique that allows functions, such 
as addition and multiplication, to be 

computed over encrypted data. 
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the genomic reads for downstream analysis and 
remove information that could potentially leak 
variants, as well as other SMC-based solutions.22

Given the wide array of techniques avail-
able for use in the field of genome privacy and 
security, one chief advantage of bioinformatics 
for genomic data protection is that it presents 
a multitude of approaches and protocols from 
which to draw when trying to attack security 
problems from multiple angles. Yet, underlying 
this advantage is an even greater challenge: there 
is no current technique that seems to be the clear 
solution to all genome privacy problems.

The need for standardization is not new—
standardization efforts do exist and have been 
prevalent in technological circles for some 
time. For instance, the slow but steady transi-
tion of the internet from http to https set a 
strong precedent of one such standardization 
process. While the common user may not nor 
need not understand concepts like public-key 
cryptography, key generation and exchange, or 
Transport Layer Security (TLS), the entirety of 
modern secure web browsing and e-commerce 
depends on it all the same. Once HE, TEEs, or 
other such solutions rise to the same level of user 
experience, we might expect to observe a similar 
trend toward widespread community adoption 
of genomic data protection softwares. Still, most 
of the work done in this area so far has remained 
purely research-driven—its shift toward becom-
ing a practical service has occurred extremely 
slowly, if at all.

Whether analyzing the legal or technical 
approaches to genetic privacy concerns, the ulti-
mate goal of all development is to enhance and 
accelerate genome research. Both regulations 
and technology aim to promote the beneficial 
uses of data while preserving patient privacy 
and information security. Still, although both 
sides have made strides toward safeguarding our 
genomic information, these two approaches to 
genetic data protection have also long remained 
independent of one another. As such, we believe 
that the best approach to protecting genetic data 
privacy may be found through a convergence of 
legal and technical solutions.

The goal: symbiosis of technical 
and legal solutions
The intersection of law and technology is in-
creasingly important in modern society. This is 
especially true in relation to biomedical research 
and genomics. The privacy implications of ge-
nomic data require legal regulation, but at the 
same time, we do not want the administrative 
burdens of law to hinder the rapid development 
of this technology and its benefits to precision 
medicine. Therefore, in order for genomic 
privacy research to be safe yet meaningful, it is 
crucial both for the researchers to understand 
and partake in the regulations that govern new 
technological development and also for the 
lawmakers to consider and carry out whatever 
legislation is most appropriate to support the 
rapidly evolving technological landscape of our 
modern day.

In particular, genetic privacy would be much 
better served if lawmakers would promote tech-
nical mechanisms designed to protect genetic 
information. Instead of locking in methods and 
technologies that may soon become obsolete, 
legislation ought to be designed specifically in 
deference to the concept of evolving technolo-
gies. To this end, federal and state governments 
should focus on both granting researchers and 
industry groups the power to guide genetic pri-
vacy protection through such evolving technolo-
gies as well as deputizing academic, industry, or 
mixed standard setting groups to set the neces-
sary standards for technological protection.

With technologies such as HE, TEE, and 
SMC at the forefront of genetic privacy law, 
it would be easier to define an efficient legal 
framework for the secure sharing of genomic 
data across many institutions in different geo-
graphical locations. While many traditional laws 
and regulations are unable to keep up with the 

Instead of locking in methods and 
technologies that may soon become 

obsolete, legislation ought to be 
designed specifically in deference to 
the concept of evolving technologies. 
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pace of scientific innovations in genomics, all of 
these technologies are tools that not only allow 
collaborative research across multiple national 
and international institutions but also provide 
the means for higher efficiency in research.

This technological advantage is especially 
apparent when considering time-sensitive cases 
such as rare diseases research. With rare diseases 
research, individual institutions might not pos-
sess sufficient data to perform statistical analyses 
or yield confident and actionable results. In 
contrast, the amount of data pooled across mul-
tiple institutions would significantly improve 
the statistical power of state-of-the-art analysis 
tools. With current access control limitations, 
the data sharing process required to begin the 
project might take months, assuming that access 
will eventually be granted, thereby inhibiting 
efficient collaborative analysis that could speed 
up the research on a potentially life-threatening 
condition by many orders of magnitude. More-
over, through the use of these technologies, poli-
cymakers and researchers alike would be able to 
identify parties exhibiting various levels of trust 
and subsequently regulate how much informa-
tion should be shared at each level. Hence, we 
must also be precise in our definitions of threat 
and trust models as well as the acceptable levels 
of utility versus leakage tradeoffs.

The traditional multi-party computation 
(MPC) defines two primary threat models rel-
evant to the types of analysis we are interested 
in. These models are the malicious (active) ad-
versary, who might cause compromised or cor-
rupted parties to deviate from the protocol in an 
attempt to violate security, and the honest-but-
curious (semi-honest) adversary, who corrupts 
parties by passively attempting to learn as much 
as possible from the received data, all while still 
following the original protocol.23 For example, 
an honest-but-curious adversary could be a 
compromised third-party cloud service provider 
who performs its promised functionality but also 
gathers and stores data from the user for future 
potential use in functions other than the original 
task. It should be noted that honest-but-curious 
adversaries do not include those individuals who 
we trust to safeguard our data while providing us 
utility, such as physicians and researchers.

In the past, individuals and institutions have 
primarily sought to counteract such threats 
through legal solutions. Indeed, the easiest and 
perhaps most ideal way to prevent misuse of 
genomic data would simply be for the engaged 
parties to sign contracts pertaining to how much 
of the client data may be used by the service 
provider outside the original analysis. However, 
enforcing these agreements becomes an entirely 
different matter due to the differences in the legal 
systems across states and countries. In addition, 
this solution assumes that the third-party cloud 
service provider will do everything in its power 
to take the necessary precautions and ensure its 
systems are secure from external attackers.

By combining the legal and technical ap-
proaches to genomic data protection, we pro-
pose an alternative way to prevent misuse of 
genomic data. Past data has shown that the time 
spent transforming FHE and TEE technologies 
from being virtually useless to completely viable 
was significantly more worthwhile than the 
time spent drafting and redrafting laws to keep 
up with each generation of consumers seeking 
privacy protection. Yet, beyond just conferring 
optimal utility for cases where a zero-trust solu-
tion is absolutely necessary, technology holds 
incredible potential for genomic privacy protec-
tion in light of its capacity for further develop-
ment. Thus, it would not only be more realistic 
but also more effective for legislators to support 
and accelerate the development of technologi-
cal solutions through launching joint programs 
among the government, industry, and academia.

One such program, “homomorphicencryp-
tion.org,” has already begun to contribute 
toward research on a variety of HE schemes, 
having brought together representatives from 
the government, industry, and academia to ad-
vance secure computation and standardize ho-
momorphic encryption.24 The development of 
more programs like “homomorphicencryption.
org” would serve to maximize the potential for 
rapid collaborative genome research in the next 
decade, a need which was clearly highlighted 
during the recent years of the pandemic.

Beyond these suggested technical solutions, 
lawmakers and researchers also have opportuni-
ties to share their knowledge and ideas through 
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conferences including RECOMB and ISMB.25 

These conferences have increasingly featured 
submissions related to genome privacy and secu-
rity, and there have even been instances in which 
they have resulted in tangible solutions such as 
the Open Imputation Server in 2021.26 The 
community has also formed workshops like the 
National Institutes of Health-sponsored iDASH 
Privacy and Security Workshop, calling for 
researchers to come up with efficient solutions 
to certain open problems of interest in genome 
privacy using state-of-the-art cryptographic 
technology.27

In the same vein, the institution of annual 
standards workshops would enable groups like 
“homomorphicencryption.org” to provide in-
dustry and academia with appropriate guidance 
on which technologies are necessary for promot-
ing privacy protection given innovation in the 
field. However, deciding which groups should 
be empaneled to set standards is non-trivial. 
These decisions could likely be best directed by 
federal scientific agencies such as the National 
Institutes of Health (NIH) or the Office of Sci-
ence and Technology Policy. Alternatively, Con-
gress could create a council on bioethics, akin to 
past presidential commissions and councils, that 
in reflecting a bipartisan worldview, could be en-
listed to either support or supplement the non-
governmental standard-setting organizations in 
developing best privacy practices for genomics.

Evidently, investing time and resources to 
both promote and guide technological de-
velopment is vastly more fruitful than trying 
to restrict its rapid advancement. Through 
improving technology, the goals set out for 
genomic privacy would be accomplished with 
significantly greater speed and efficacy. Yet, 
while regulations may be unable to keep up with 
the rapidly changing landscape of time-sensitive 
research, the legal landscape does play a valuable 
role in protecting the information acquired by 
genomic research from undesired parties. By fo-
cusing more on funding and supporting existing 
research than on seeking new ways to regulate 
this space, legislation would effectively work 
alongside technology for the greatest benefit, 
not only protecting individual privacy but also 
allowing researchers to continue accessing and 

learning from the massive amounts of collected 
DNA information.
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