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Privacy: Does Genomics has
similar "Big Data" Dilemma as in
the Rest of Society?

» We confront privacy risks every day we access
the internet (e.g., social media, e-commerce).

» Sharing & "peer-production” is central to
success of many new ventures, with analogous
risks to genomics

- EG web search: Large-scale mining
essential

Genetic Exceptionalism :
The Genome is very fundamental data, potentially very
revealing about one’s identity & characteristics
Personal Genomic info. essentially meaningless currently
but will it be in 20 yrs? 50 yrs?
Genomic sequence very revealing about one’s children. Is
true consent possible?
Once put on the web it can’t be taken back
Ethically challenged history of genetics
Ownership of the data & what consent means (Hela)
Could your genetic data give rise to a product line?

[Seringhaus & Gerstein ('09), Hart. Courant (Jun 5); Greenbaum & Gerstein ('11), NY Times (6 Oct), D Greenbaum & M Gerstein ('08). Am J. Bioethics; D
Greenbaum & M Gerstein, Hartford Courant, 10 Jul. '08 ; SF Chronicle, 2 Nov. '08; Greenbaum et al. PLOS CB (‘11) ; Greenbaum & Gerstein ('13), The Scientist;
Photos from NY Times, it.wisc.edu]
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Robert Munsch

We Share 0 for G::?)rg it:se:rV?Iihdyev(\:; tshl‘?octi::::nshare
EVERYTHING!
illustrated by Michael Martchenko

» Sharing helps speed research

— Large-scale mining of this information is important
for medical research

- Statistical power
- Privacy is cumbersome, particularly for big data

The Dilemma

* The individual (harmed?) v the
collective (benefits)
- But do sick patients care
about their privacy?
« How to balance risks v rewards - ‘
— Quantification BNy 0 gl

[Economist, 15 Aug ‘15]

[Yale Law Roundtable (‘10). Comp. in Sci. & Eng. 12:8; D Greenbaum & M Gerstein (‘09). Am. J. Bioethics; D
Greenbaum & M Gerstein (‘10). SF Chronicle, May 2, Page E-4; Greenbaum et al. PLOS CB (‘“11)]
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Privacy & Functional Genomics

* Intro. to Genomic Privacy » Subtle Leakage #2: eQTLs
- The dilemma: The genome as - Quantifying & removing
fundamental, inherited info that's very further variant info from
private v. need for large-scale sharing expression levels w/ ICl &
& mining for med. research predictability.
» Privacy & Functional Genomics Data - Instantiating a practical
- 2-sided nature of this data presents !lnkln_g attack w/ noisy quasi-
; ; . . identifiers
particularly tricky privacy issues
- Overview of types of the leakage,
from obvious to subtle « Subtle Leakage #3:
« Obvious leakage #1: reads Signal Profiles
- How much leakage can we expect? - Manifest appreciable
» Quantification with available data & real- leakage from large & small
world environmental samples deletions.
- Using pBAM file format to remove - Linking attacks possible but
obvious large-scale leakage additional complication of
- Using FANCY to assess the privacy SV discovery in addition to

leakage before release of the data genotyping
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Peculiarities of Functional Genomics Reads - 1

2-sided nature of functional
genomics data: Analysis can be ‘
very General/Public

or Individual/Private

« General quantifications related to overall aspects
of a condition — ie gene activity as a function of:

- Developmental stage, Evolutionary relationships, Cell-type, Disease

« Above are not tied to an individual’s genotype. However, data is
derived from individuals & taaged with their aenotypes

5 S 8
© o
s 2 £
reference genome: ... ATCGGG GC TAIJCAACGAT...
BAM read: G GCICCT]T AA

* (Note, a few calculations aim to use explicitly genotype to derive general
relations related to sequence variation & gene expression - eg allelic activity)



Peculiarities of Functional Genomics Reads - 2

Amount of data will soon surge
those from DNA sequencing
different and a new problem

DNA-seq to obtain SNPs, indels, SVs — single BAM
Aim: finding genotypes, must be protected

v

Multiple functional genomics assays - a BAM for each
assay and tissue per individual
Aim: activity in nucleus in disease and health
RNA-Seq
ChiP-Seq
(TFs, HMs, ...)
ATAC-Seq
Dnase
Hi-C
single-cell assays
can be ~0.5 million cells
each cell x transcriptome
more data than ever before

v
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Peculiarities of Functional Genomics Reads - 2

Amount of data will soon surge
those from DNA sequencing
different and a new problem
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Figure: adopted from https://www.tes.com/lessons/QO0YL_OHrNtTVGg/biology-2-topic-2-tissues-organ-systems-and-homeostasis ©



Peculiarities of Functional Genomics Reads - 3

A new source of privacy leakage
inferring phenotypes

#INDIVIDUALS

N 2 & = 5 B 2 & & 8 B
o 8 8 8 8 8 8 8 8 8 8 ¥
|

# INDIVIDUALS PER ASSAY

If you find out an individual is in a functional genomics cohort, you also find out
potentially sensitive phenotypes

Figures: PsychENCODE consortium
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Representative Functional Genomics, Genotype,
eQTL Datasets

« Genotypes are available from the 1000 Genomes
Project

 MRNA sequencing for 462 individuals from geUVADIS
and ENCODE

- Publicly available quantification for protein coding
genes

* Functional genomics data (ChIP-Seq, RNA-Seq, Hi-C)
available from ENCODE

» Approximately 3,000 cis-eQTL (FDR<0.05)

acpw XY TR AN,
1000 G = 5 A
s W ofy ﬁ S . 7 I,
A Deep Catalog of Human Genetic Variation /V'lf ¥ ' /7 ";‘ S VA D ' S » / !
& -(“)p o o - 't 1
S
~




Successive steps of
Data Reduction

Data Reduction in RNA-Seq: an Overview

ATACAAGCAAGTATAAGTTCGTATGCCGTCTT
GGAGGCTGGAGTTGGGGACGTATGCGGCATAG

Fastq sequence files
~5-10 GB

___________________ TACCGATCGAGTCGACTGTAAACGTAGGCATA
< ATTCTGACTGGTGTCATGCTGATGTACTTAAA

Index-building + Alignment to reference genome

BAM files
~1-2-fold reduction

Conversion to signal track by overlapping reads <«

BigWwig files |
~25-fold reduction |

l

Overlap profile

Overlap

identification

__ Base-resolution expression profile
Mapping E .
to genes é N ‘oym’k,"\ “"v‘\"ﬂ' | Y kl | fw'\k / -LU,- VN .
v [\ { { Y N \ v
|| YA
Gene/Transcript Z

expression matrix
~20-fold reduction

Nucleotide position

Quantitative information from RNA-seq signal:
average signals at exon level (RPKMs)

Reads => Signal

[NAT. REV. 10: 57; PLOS CB 4:e1000158; PNAS 4:107: 5254 ]
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Functional genomics data comes with a great deal of sequencing;
We can quantify amount of leakage at every step of the data
summarization process.

— :

[ e - | |
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genes

samples

[Gursoy et al, Cell, in press]

increasing gene expression level

TADs

loop calling
peak calling

Hi-C interaction matrix
depth signal profiles

mapped functional
genomics reads
BAM/SAM files

modified reads

RNA-Seq
ATAC-Seq
Hi-C

NA12878 as case
study - 1000
genomes variants
are used as gold

standard

raw reads - Fastq files

Leakage Leaking |# of potential |Average leakage |Maximum leakage | # of accessible [Total leakage
Source Variants variants |per variant (bits) | per variant (bits) variants (bits)
Exonic
[ Raw reads variants 2,682,417 0.10 £0.28 9.88 £2.12 246,893 24,689
Modified reads Exonic
Q = {indels} SNVs 2,607,969 0.09 = 0.27 9.95 x 2,02 231,031 207,92
odified reads Exonic
Q = {mismatches}| indels 51,408 0.33 £ 0.47 7.64 £2.42 15,862 5234
Si I il Exonic
ignal profiles | - tions 48,019 0.29 £ 0.45 7.97 £2.42 1,067 208

{
(

)
)
)
)
)
)
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Functional Genomics Reads

« Usually disseminated in the form of "TBAM" files

e Contain individual’'s SNPs

deletion

reference genome: ... ATCGGGCATICGC
BAM read: G __cGCcecT

 Traditional approach to protect
privacy. dbGAP, EGA, ...

* Protects the data from bad
actors, but also from scientific
community

Insertion

_I

%m mismatch

_l

functional
genomics
BAM file

A

AA

N

—

)

adversary

CAACGAT...

/4

scientist
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privatefiata
functioqal Z gg:mggfct;ogilm
BAM file '
< maximize utility
@) &
O) provide privacy P
scientist sce
adversary san(inge:ME;AM S samples
S Bases in the SRA
0 — Total
B 1.Quantify the amount of leakage in
O
L reads
oo Using perfect reference public datasets
OL e Ay Using environmental objects (coffee cups)
- S S Under different noise profiles
R 2. Develop data-sanitization protocols
based on quantifications

Date Bounds for privacy & utility balance
A new mode for sharing data

14 =



Privacy & Functional Genomics
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Noisy attacked database D: Perfect information 7:

Linking a known
individual with perfectly
characterized genome
to a functional

genotyping genotyping genomics cohort &
¥ inference of sensitive
W !
e i t BP )
f_,:),xo,, o - nglsygzgenonglpes — cisorcl name [T f;II geng:)types - phenotypes
\,&1221? 2*/Jane2121 1
> 21117 1 1 =
RNA_SeqF 3 11?]2 1 ? ) compare query qauer
- against database
0 11212 > > " GBR,FIN.CEU ; YRI . TSI
m 117 ? ? |
(ggjf‘(gﬁge 10 30 \ 3.5+ “
012 |50 40
in s? 40 30 ) 3.0 [ ] | |
| |
2.5 e | I
| |
2.0 1 I
| |
1.5 , | @oFP
| | Y100 FP

o. e e e simanirate e Mo et
/ } 1 compute linking \ g 1.0 | 1 .D1O’OOO FP
) ) score of query <> 1 ,000,000 FP
Linking Score L(3, Jane ) =-Z; log2 ( frequency of ) agastasingle 3.5 e random
rank linking gJ in S( |
maividuat i 3.01 , |
cohort calculate
_ gap 2.51
ranked
individuals - L(10,Jane) 2.04 g
calculate 1
| (10, Jane ) gap pvalue Jane = 10
L( 3, Jane) 7 o - 1.5
| (12, Jane) i - :
H1dene (3. Jane ) If p-value < 107 [ disorder 1.01
3 ' i . P
query individuals
\_ J
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Genotypes observed from functional genomics data are noisy:

How can we quantify the private information leakage under
different noise profiles?

Quasi-Identifiers Quasi-ldentifiers

Case P-P : - o -
Cryptic
Quasi-ldentifiers Quasi-ldentifiers
Case N-P . statistical linkage .
OR

Cryptic
Quasi-ldentifiers Quasi-ldentifiers

. o Iﬁ(ag? + -

C.ryptic. Cryptic
Quasi-ldentifiers Quasi-ldentifiers

Case N-N:
(more difficult)
statistical linkage
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gap

Noisy attacked database D:

Linking a coffee cup from a known individual to a
functional genomics cohort & inference of sensitive

Coffee cups

=
s

genotyping

3.5

25

15

Noisy data as information 1:

= : &x Jane) L
.10x~$1 5oq [ JPY
. random gaps )
' o
P L
o
[
° 4
° ]
[ ]
[

individual A individual B

phenotypes

$19 was enough to link the coffee cup to the panel

I

|

gap

| [|=0.125x~$19

a

ST TR

i 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6
. — - ~ - N

individual A individual B individual A individual B

[Gursoy et al., Cell, in press]
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RNA-Seq
from individuals A & B

Noise can be changed with more subsampling &

linking can be improved by imputation

total
coverage

|

‘sub-sampler

creation of attacked
database(s) D*
from subsampled reads

&

genotyping

BEAGLE 5.1

imputation

quality of the genotypes in the subsampled/imputed RNA-Seq reads

0.50

[ — >0
== ind A vl == ind A
- i:dE s0% 90% 100% e 10%0% o o -~ ::dE
so% 60% 9% 2% 30% s0% so% 100%
0.40
0.30
real imputed
0.001 0.002 0.003 0.004 0.28 0.30 0.32
2 20%
o
g 20%
i g 60%
£
s 80%
g 100%
o 20%
Imputation on RNA-Seq | g3~
mputation on -Seq increases 3 £
. . < E | 60%
linking accuracy z -
o 80%
100%

N,

=

WGS of coffee cup samples

from individuals A & B

/

new database D* Coffee cup
¥
—_——

I »‘.(

f e |

|
coffee cups read coverage
real imputed
S o S o o

eads

= ‘

00

—

covera

Noisy data as information 1:
Coffee cups

coverage

tal

sub-sampler

imputation

@—} BEAGLE 5.1

genotyping

quality of the genotypes in the subsampled/imputed coffee cup reads

0.6

0.2

03

0.1

cumulative linking accuracy

rrrrrry

== real
B imputed é é
= = = i
H . - . ©
J— J— — —— o —ine -_—
0.125x 0.25x 0.5x 1x 2.5x 5x 10x

sequencing coverage

?

Imputation on coffee-cups decreases
linking accuracy
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Quantifying leakage in different functional genomics
assays

Assays:
o f—WGS ——ChIA-PET (H3K27ac)
2 £ | —Hi-C rept —ChIA-PET (H3K4me1)
22 Hi-C rep2 — ChIA-PET (H3K4me2)  Repli-Seq
3 2 Hi-C rep3 —ChIA-PET (H3K4me3)
e 4 m SNP-chip — ChIA-PET (RAD21)
af
- H3K4me3
query = individual . {BH —6—CTCF Lab1 —+—H3K27ac
. —-CTCF Lab2 ,, | ——H3K27me3 —WES
. assay 1 S —+—CTCFLab3 % | -e-H3K36me3 - | —Total RNA-Seq
/ I 8 » | 4-PBX3 E | —eHIK4mel 9 { __ pojyA RNA-Seq
£ 5 S( —°RNAPIlLabt 2 —é-HoKdme2 © Single Cell RNA-Seq cellt
S ﬂ £ © | * RNAPIILab2 2 Single Cell RNA-Seq cell2
s 8 & | —=H4K20met
—" £ ~4-JUND 2 | S hoary
syt - HaK79me2
- HDGF H3K9me3
~control ~— Gold standard
assay
total coverage, ¢ (bp)

107

10 /
o
8 105/ /
3 »
- L
240 %
=
-0

. ——NA12878

;

10° 10'° 10" 10° 10" 10" 10° 10° 10"° 16 10° 10"

|
\3\}

16 10'° 10" 10 10'° 10" 10° 10° 10'° 10° 10° 10"
total coverage, c (bp)

[Gursoy et al., Cell, in press]
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Privacy & Functional Genomics

* Intro. to Genomic Privacy « Subtle Leakage #2: eQTLs
~ The dilemma: The genome as - Quantifying & removing
fundamental, inherited info that’s very further variant info from
private v. need for large-scale sharing expression levels w/ IC| &
& mining for med. research predictability.
e Privacy & Functional Genomics Data - Instantiating a practical
—- 2-sided nature o' this data presents !lnkln.g. attack w/ noisy quasi-
. . . . identifiers
particularly tricky privacy issues
- Overview of types of the leakage,
from obvious to subtle « Subtle Leakage #3:
- Obvious leakage #1: reads Signal Profiles
- How much leakage can we expect? - Manifest appreciable
* Quantification with available data & real- leakage from large & small
world environmental samples deletions.
- Using pBAM file format to remove - Linking attacks possible but
obvious large-scale leakage additional complication of
- Using FANCY to assess the privacy SV discovery in addition to

leakage before release of the data genotyping



Privacy-preserving Binary Alignment Mapping (pBAM)

B (BAM
(BAM) S
B (BAM) P.. B*(pBAM)
—> (privaw—preserving
transformation )

reported

v

B-B*
(.diff)

l

_signal in pPBAM

- signalin BAM

i Lol

A JWJTM mw@v- -

genomic position i

genomic position i

* No need to know the sequence of mapped reads to aggregate them
* A manipulation on Binary Alignment Files (BAM)

Find leaky fields/tags

 Generalization

e Goal:

» Accurate gene/transcript expression quantification

» Works with the pipelines / SAMtools

frequercy

ej = Ipil
e=2e/G
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Privacy-preserving Binary Alignment Mapping (pBAM)

B (BAM)
B (BAM) P.. B*(pBAM)
—) (pnvacy—preserving
transformation )
B-B*
(diff)
Definitions:

l

_signal in pPBAM

reported

- signal in BAM

: ~r%jrﬂ~4uk L(u"ﬁw —

genomic position i

genomic position i

1. Privacy: B*= Pq (B) can be viewed as &-private with respect to operation Q, if d = r/,

r = non-observable (sanitized) variants in pPBAM
t = all observed variants in BAM
We can reach 100% privacy when r = t.

frequercy

ei = Ipil
e=2ei/G

2. Utility: B* = Pq (B) can be viewed as having ¢ -y -utility with respect to operation Q, if ¢ = (G — m)/G,

G = total number of units
m = the total number of units with e; > y

Practically, ¢ is the fraction of the genomic bases affected by the sanitization
& y can be set based on difference between replicates

Note: Variants can have different effect on privacy based on their rarity; however that will make definitions to be dependent on 1

the composition of attacked database
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Practical Software for Sanitizing a BAM,
creating a pBAM and small “.diff” file

1 referenoe |

/ ' genome :

——————

——————

/, /'3

a
—————

Latest version (pTools v1.0.1):
Development:
Test files:
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http://privaseq3.gersteinlab.org/download
https://github.com/ENCODE-DCC/ptools
http://privaseq3.gersteinlab.org/data

Privacy-preserving Binary Alignment Mapping (pBAM)

(numerical bounds relating privacy and utility)

read length number of observable
variants

(_£°G+G) SLR'((S'r_ "snp_"de1)+(2'LR_2)"‘del

N

utility parameter

privacy sanitized
parameter variants
length of
the genome
1 N T T T T T J T
* Here we used average number of 0.9r |

genotypes per ancestry as t

* Extreme case as number of
observable variants from a
functional genomics BAM <<t

e
(o))
()]
T
I

¢, fraction of genome unaffected
o
\J
(62
T
1

» Assuming a genomic signal profile, _ _ —EuR
. 0.6+ Unit = nucleotide —EAS |
we can see how SNPs & indels 0 P
H T i 055} Y= —AMR|
maX|maI!y affect the profllle, giving read length = 150 bp AR
a numerical bounds relating 6 & ¢ 05 : | ' | | | | | |
0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1

d, fraction of observed variants that are masked
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Privacy-preserving Binary Alignment Mapping (pBAM)

(empirical utility observations)
NA12878 RNA-Seq BAM files

[ = [$]
3 s £ B
c S 5 £
2 ° a 2 .- .
22 °© = E Variation between replicates
= O reference genome: . .ATCGGG GG [TA AACGAT ... 1afi -
25 S Janome: STESY TABQAA Variation between BAM-pBAM
g pBAM read: GAATICGC  TAGCA
o
g added noise added noise
to the depth to the depth
signal signal [Gursoy et al., Cell, in press]
signal comparison
(BigWig)
chré chrb H
p25.1 p24.1 p22.3 p22.1 p21.2 p12.3 pl1.2 ql2 ql13 qi14.1 qls q16.2 q21 qg22.1 q22.32 q23.3 q24.2 q25.2
169 mb
0 mb 20 mb 40 mb 60 mb 80 mb 100 mb 120 mb 140 mb 160 mb
| ] 1 L 1 1 | ] 1 L 1 1 1 1 | 1
[-0.005 - 0.005]
BAM 1 vs.r2
[-0.005 - 0.005]
BAM vs. pBAM
genes
SMIM13 DEK GMNN | TNXB F6 CLIC5 CILK1 KHDRBS2 RIMS1 PHIP NTS5E EPHA7 SIM1 CD24 FRK HSF2 SAMD3 PERP EPM2A OPRM1 PRKN
chré
p25.1 p24.1 p22.3 pF. p21.2 pi2.3  pli.2 ql2 qi3 qla.l qis q16.2 q21  q22.1 q22.32 a23.3 q24.2 q25.2 q26
HLA region
5,950 kb
29,000 kb 30,000 kb 31,000 kb 32,000 kb 33,000 kb
1 1 1 | 1 1 1 1 1 1 1
[0-250]
BAM replica [ ool 4 bro I & 411 [GkORak o0 LOVR LD X
P n A [ T l.i - ; i I | 1Y FRWE
[0-250)
BAM replica2 | T T T i W (T RN P
[0-250]
pBAMreplical | | _ . | ol ok d bo {bS & ) UL LSRRk o0 LENR LI A s
[0-250]
pBAMreplica2 | |ooo. a1 |l bl b Ll s LNk LR LI A 0
genes
ZSCAN23 LINC01623 OR14J1 UBD HCG4 ZNRD1 HLA-E HCG20 C6orf15 MICA AIF1 NEU1 ATF6B HLA-DRA HLA-DOB HCG24 PHF1 ITPR3
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TPM

Privacy-preserving Binary Alignment Mapping (pBAM)
(empirical utility observations)
NA12878 RNA-Seq BAM files

i
o g
o 2 =
o E k%
T 2 E Gene level
o 5 reference genome: . ATCGGGCATCGCTAYCAACGAT..
o 2 BAM read: GCATCGCTATCAA
s pBAM read: GCATCGCTAGCAA o )
S Variation between replicates
£ expression comparison Variation between BAM-pBAM
(TPM)
301000 I I I I I
BAM replical vs. replica2
BAM vs. pBAM
20,000 §
P ”~
10,000 |- P -
-
~ -
/ -~
I 4
|
I
I === 5,000
4 - 7 | I I I
10,000 20,000 30,01
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Privacy-preserving Binary Alignment Mapping (pBAM)

(grounded in privacy and utility)

Unit = nucleotide (signal track)

NA12878 RNA-Seq data
Test the privacy for each level of masking

Measure the €rror introduced
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genotyping frequency cut-off for masking

»
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0 increases as we mask more and more common variants

¢ decreases as we introduce more error
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Privacy & Functional Genomics

* Intro. to Genomic Privacy « Subtle Leakage #2: eQTLs
~ The dilemma: The genome as - Quantifying & removing
fundamental, inherited info that’s very further variant info from
private v. need for large-scale sharing expression levels w/ IC| &
& mining for med. research predictability.
e Privacy & Functional Genomics Data - Instantiating a practical
—- 2-sided nature o' this data presents !lnkln.g. attack w/ noisy quasi-
. . . . identifiers
particularly tricky privacy issues
- Overview of types of the leakage,
from obvious to subtle « Subtle Leakage #3:
- Obvious leakage #1: reads Signal Profiles
- How much leakage can we expect? - Manifest appreciable
* Quantification with available data & real- leakage from large & small
world environmental samples deletions.
- Using pBAM file format to remove - Linking attacks possible but
obvious large-scale leakage additional complication of
- Using FANCY to assess the privacy SV discovery in addition to

leakage before release of the data genotyping



FANCY: Fast Estimation of Privacy Risk in Functional
Genomics Data

Can we predict the amount of leakage before the release of the data
without the need for genotyping?

@ Q
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—8 = T m |
I | : —— L " 7] B empirical dist.
: : [ I B &
5 E : o - . | for depth
i : B @ : >
: : : l—l. . | = |
; ! : e : § |
— | i 3
: : a |
5 ﬁJT_ }di >0 il
di=3{_ y |
b =3, 5(di>0)
depth & breadth [Gursoy et al., Bioinformatics, 2020]
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FANCY: Fast Estimation of Privacy Risk in Functional

Genomics Data

Can we predict the amount of leakage before the release of the data
without the need for genotyping?

predicted value
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Privacy & Functional Genomics

* Intro. to Genomic Privacy « Subtle Leakage #2: eQTLs
~ The dilemma: The genome as - Quantifying & removing
fundamental, inherited info that’s very further variant info from
private v. need for large-scale sharing expression levels w/ IC| &
& mining for med. research predictability.
e Privacy & Functional Genomics Data - Instantiating a practical
—- 2-sided nature o' this data presents !lnkln.g. attack w/ noisy quasi-
. . . . identifiers
particularly tricky privacy issues
- Overview of types of the leakage,
from obvious to subtle « Subtle Leakage #3:
- Obvious leakage #1: reads Signal Profiles
- How much leakage can we expect? - Manifest appreciable
* Quantification with available data & real- leakage from large & small
world environmental samples deletions.
- Using pBAM file format to remove - Linking attacks possible but
obvious large-scale leakage additional complication of
- Using FANCY to assess the privacy SV discovery in addition to

leakage before release of the data genotyping



(a) C A
Individual

)

(ii)

(iii)

[Biometrics 68(1) 1-11]

Frequency

EE eX0N | SNP

mmm— non-trascriped regions,

e.g., intron etc.

(b)

(c)

15

10

eQTL Mapping
Using RNA-Seq
Data

« eQTLs are genomic loci
that contribute to
variation in mRNA
expression levels

« eQTLs provide insights
on transcription
regulation, and the
molecular basis of
phenotypic outcomes

* eQTL mapping can be
done with RNA-Seq data

33 = Lectures.GersteinLab.org



Information Content and Predictability
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Linking Attack Scenario

Phenotype dataset
(Public)

Genotype dataset
(Stolen/Hacked/Queried)

Phenotype-Genotype

" &’1' '6(\‘
correlation dataset & @& .
Phenotype 1 «—»Variant 1 1
Phenotype 2 «<—Variant 2
0

Phenotype g¢—Variant g

[Harmanciet al. Nat. Meth. (‘“16)]

Predicted/Matched genotypes
HIV A "
I Status oo (\é\‘ o
I Predicted variant A NS o
1
HIV | Jenogres & HIV+ 0/0 1/1 11
Statusl oo o &
RO 0, HIV-" 22 111 0/0
g HIV+| 1 |0 2 Genotype comparison 1/0| 1/0 0/2
HIV- 2 | 2 1 and matching 272 | 0/0 ™
: 0/1 1/1 21
PID-n  HIV- o 1 1
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Success in Linking Attack
with Extremity based Genotype Prediction

200 individuals eQTL Discovery
High 200 individuals in Linking Attack

Sensitivity
1.07

Genotypes Only

Genotypes + Gender

Genotypes + Population

0.8 ‘ Genotypes + Gender + Population

0.6+

o
H
T

o
(M)

Fraction of Vulnerable Individuals

0.0 ; :
Low 0 1 3

0 20 30 0
Sensitivity l Association Strength Threshold I
High Number Low Number
Of eQTLs Of eQTLs
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Privacy & Functional Genomics

* Intro. to Genomic Privacy « Subtle Leakage #2: eQTLs
~ The dilemma: The genome as - Quantifying & removing
fundamental, inherited info that’s very further variant info from
private v. need for large-scale sharing expression levels w/ IC| &
& mining for med. research predictability.
e Privacy & Functional Genomics Data - Instantiating a practical
—- 2-sided nature o' this data presents !lnkln.g. attack w/ noisy quasi-
. . . . identifiers
particularly tricky privacy issues
- Overview of types of the leakage,
from obvious to subtle « Subtle Leakage #3:
- Obvious leakage #1: reads Signal Profiles
- How much leakage can we expect? - Manifest appreciable
* Quantification with available data & real- leakage from large & small
world environmental samples deletions.
- Using pBAM file format to remove - Linking attacks possible but
obvious large-scale leakage additional complication of
- Using FANCY to assess the privacy SV discovery in addition to

leakage before release of the data genotyping



Detection & Genotyping of small & large
SV deletions from signal profiles

Genomic

Coordinate ChIP-Seq
Signals

ACGTAC

Genomic
Coordinate

Large Deletion

Small Deletion

RNA-seq also shows large deletions
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Example of Small Deletion Evident in Signal Profile
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Example of Large Deletion Evident in Signal Profile

- 94 kb >
| 248,730 kb 248,750 kb 248,770 kb 248,790 kb 248,810 kb |
I |
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Information Leakage from SV Deletions

a)Before Anonymization b) After Anonymization

‘ * Real = Random!

1_“..:».:::
\ o

] * Real =x Random!

0 2 4 6 8 10 12 e ~
ICI Leakage (bits) 0 s 4 6 8 10 12

ICI Leakage (bits)

Simple anonymization procedure (filling in deletion by value at endpoints) has dramatic effect
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Another type of Linking Attack:
Linking based on SV Genotyping

Structural Variants Panel ( )
(Stolen/Legally Obtained) bg

,SV-1 SV-2 SV-3 .-.SV-N_ [4 SV-1 SV-b SV-3 - SV-I\L}
A \ . . 4 14
‘\ |' n‘ 4 < / II T “
' T T ’ ; \ Al [ ,
! \
\

SV Panel for Signal Profiles ()

\ \ 1, 4 ’ ]

Anonymized| g\/_ 1| Qy.2| SV-3| eee | SV-N |HIV Status

Sample ID Patient | gv.1|Svb| SV-3| eee | SV-N
0 0 2 . 2 + Name
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SIND2 | 2| O | X |-c | O | === Panels and o2 | 210 2]« 1
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SIND-2 | GIND-1| == 0/2| 1/0 |---| 0/0 \

SIND-n | GIND-3 + 0/0| 1/X | ---| 0/0

Predicted SV ~
Genotype Dataset (G)

Genotype of SV-N in Genotype of SV-Nin
SV Genotype Predicted Genotype
Dataset (G) Dataset (G)
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Another type of Linking Attack:
First Doing SV Genotyping

Genomewide Signal Profile Dataset (Public) (S)

Anonymized . . .
Sample ID Genomewide Signal Profiles | HIV Status
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e
(

SV
Discovery
(Optional)

SIND-n

SV
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Genomic Coordinate
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F 1
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Accuracy of Linking
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Privacy & Functional Genomics

* Intro. to Genomic Privacy « Subtle Leakage #2: eQTLs
~ The dilemma: The genome as - Quantifying & removing
fundamental, inherited info that’s very further variant info from
private v. need for large-scale sharing expression levels w/ IC| &
& mining for med. research predictability.
e Privacy & Functional Genomics Data - Instantiating a practical
—- 2-sided nature o' this data presents !lnkln.g. attack w/ noisy quasi-
. . . . identifiers
particularly tricky privacy issues
- Overview of types of the leakage,
from obvious to subtle « Subtle Leakage #3:
- Obvious leakage #1: reads Signal Profiles
- How much leakage can we expect? - Manifest appreciable
* Quantification with available data & real- leakage from large & small
world environmental samples deletions.
- Using pBAM file format to remove - Linking attacks possible but
obvious large-scale leakage additional complication of
- Using FANCY to assess the privacy SV discovery in addition to

leakage before release of the data genotyping
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